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handle_IRQ_event()

y

Interrupt _ _ irq_desc[] 0 IS QIEEEN st
Controller ZEZAAO 2l st SEE sl DS OIFYE s &l
U=l HA

NN

do_IRQQO ret_from_intr()

st HE 2EZ CE




ol=5l01 2IEEE

O CIHEE =2 ==
¢ Int regquest I1rq(¢
unsigned iInt irq,
irrgreturn_t (thandler)(1nt, voird *, struct pt regs *),
unsigned Iong 1rq flags,
const char * devname, void *dev id

)
¢ Jrq flags:
= SA SHIRQ - Interrupt 1s shared
= SA INTERRUPT - Disable local 1nterrupts

while processing

» SA SAMPLE RANDOM : The iInterrupt can be used
for entropy 2> call add Interrupt randomness()



ol=5l01 2IEEE

0 CIHEHE si=d
s Jrgreturn_t (*handler)(i1nt, voird *, struct

pt regs *)
¢ ex> Irgreturn_t int _handler(
int irqg,

void * dev i1d,
Struct pt regs *regs



O

ol=5l01 2IEEE
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local irq disable() : P/HEE HZE 3/

lfocal irq enable() :@ C/EHEE =&/
local 1rq save() - S CIHEE AE T

local irq restore() : C/HEE &H =+

rg disabled() - 22 TZAi9 OIEZEI} B55E
Fe 08 o/
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OIE{EE A 2|2 X|AH - softirq(1)
0 ATE QIHEE
+ OO CIHEE &2 LA 2ol 2
¢ OIERN CIHEE eS2H0lN =&et XelE =420t &
CPUO——— (*func)() (*func)()
tasklet_hi_vec
CPUO CPU1 CP*Ul (*func)( (*func)(
X/ / _ _ tasklet hi_action()
softirg_action[]
on| |[off _ run_timer_softirq()
off] [on
on] [on o ——
o] [of
off] [off ‘
off] [on \ scsi_softirg()
tasklet action() tasklet_struct
CPUO —1(*func)( (*func)()
tasklet_vec 12
CPU1 > *func)()
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tirq(2)

AEZE M2 AZE CIHEE =2l AMOIGIA E8ot= At
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H AL E OIE-|E—IE gX| jf%

¢« AUE OIHEE MO &= (softirg, tasklet)

= |ocal _bh_disable : AT E OIHEE 15212 &l3

= Jlocal bh enable : A2 E ©Q

Ht = A
HEE siscl2 &€ ot
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OIE{RE X 2|2 XA - softirq(3)
0 AIZE OIHEE &3
o ATE QHYED} QHEEME ATE OHYE St 5=
o SIEYN QHBE S| E2 Al do_softirg &4 55
¢+ do_softirg &=+c= W) el Jf= 2ZLE CIHEES RES
TAIBH & BilY HERHE =XNo2 55
o ATE QIFYE BHS2I A8 S [ SYLE SIS0 QIEE
EJl LM5H, S S8 Al ALE QIHBE S E &t ¢
o &8
o N2BICR LM OHBE QHN HoH ksoftirqdll AZE
A0 CIHYME S22 Hel A (AZE QIEHYE s A
e Y AYC ksoftirgddt AHZ2 = WX K o)
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OIE{RE X 2|2 X|H - softirq(4)

raise softqu ATE OIHEE R
* raise_softirq_irqgoff : A X E OIH&
A &EH0N == s
do_softirqg : )| =2l AT E QIHEE &
HaE sis2 /\IoH

+ wakeup_softirqd : HE A dIE ksoftirqdE &
CIHEE iS22 &dl 2| g

*
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OIE{RHE X 2|2 X|H - tasklet(1)

ATE QOIEEQ &&

= |
2olo &8 AUE QIHEE =22 S=otH & & Jt
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o

tasklet2 s2st ei=d (S0 M2 UE Z=2HAHUHA
SA0 A X 2=C= M2 JHE softirg
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OIE{RHE X 2|2 X|H - tasklet(1)

O

tasklet X& &t

*

*

*

*

tasklet _schedule : tasklet S=(TASKLET_SOFTIRQ)
tasklet_hi_schedule : tasklet S = (HI_SOFTIRQ)
tasklet_action : tasklet &/ 8 (TASKLET SOFTIRQ)
tasklet_hi_action : tasklet 2 2 (HI_SOFTIRQ)
tasklet_Kill : tasklet S5 oH Xl

tasklet_disable : tasklet & & 2 X

tasklet_disable nosync : tasklet &8 2X|. X| &8l taskletO]

A SOIUE Rt S=E JIULIN ES

tasklet_enable, tasklet hi_enable : X| & &t tasklet & & &
o
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OIE{R E X 2|2] X|% - workqueue(1)
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S0 A2 workqueuelll S5t U0l Hel
2.4 HE M= CIHEE HEIAEQ TZ A HEAE
el Z50 taskqueue AHS
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OIE{&E X 2|2e| X|2d - workqueue(2)

O workqueue /£

cpu_workqueue_struct

CPUO

work_struct

P

cpu_workqueue_struct

CPU1

T

workqueue &8 &
HE AdE

—> >
timer_list timer _list timer _list
workqueue & =
HE AdE
—> >
timer _list timer list
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xz|e] X|91 - workqueue(3)

workqueue X& &

*

*

*

create_work : workqueue 44

destroy workqueue : workqueue “JHI

queue_work : Xl &8t workqueuelll S=. 0| workqueue?
delE EYote HE AdlE &=

run_workqueue : workqueuelll S== &2 H2|lE FloH A
S AdEI &=

flush_workqueue : workqueuelll SEZH U=s HHE2 Xl
QI-E [:Hj|

gueue_delayed work : X| &8t workqueue?l| X2|E Kl HA|
HS=E

cancel _delayed work : queue delayed work =3 F A
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x2]2] XY - workqueue(4)

keventd wq

*

*

HE workqueue
HE0| BEE | =22 &=H|E

HE workgqueue X& &=

*

*

schedule work : 2 & workqueuelll st queue work &=

flush_scheduled_work : 8 & workqueueli| CHst
flush_workqueue & =

schedule delayed work :
gueue_delayed_work & =+
schedule delayed work on : schedule delayed work &
=0 &dle CPU A&

IS

2 workqueuelil CHst
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¢ T ZRAAOHZE CIHIOIL LSl write(#
S H2edt 2e dA=XE &elsts RE
AZ=Z ML BILZ=AMA

l SAOUIfRHIAEN =€ l

if(ldptr->data[s_pos]) {
dptr->data[s_pos] = kmalloc(quantum, GFP_KERNEL);

if('dptr->data[s_pos])
goto out;

}
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2ty 7|80l &

=

O WHI|(sleep)E ol &Eol= lock
¢ semaphore, MUTEX
¢ Reader Writer SEMaphore
¢ Completion

O WHJIE olEolkl E= lock
¢+ spinlocks
¢+ seglocks

O JIet & ocking) J18
¢+ RCU (Read-Copy-Update)
¢ atomic variable
¢+ Dbit operations
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MIOFEZ0{ 2} FEIL (1)

O HIDP

<sem/semaphore.h=>2 L&

Of

ol

¢ struct semaphore 22X ME AIE
+ NOIZEHE 88 M4t = x)|gt

void sema_init(struct semaphore *sem, int val);
val : HIDPH(HOH SEE 7‘<3| el

o POIA - MDIZO 81S (HIOFZO| IS 24)

void down(struct semaphore *sem);

e signal(SIHEE)0 2loll Zoll 2X HS

iInt down__interruptible(struct semaphore *sem);
- signal (QEHZEE)SA Al HHH LIQTA 0lHE 2IE

- 0] gt2 &02lctl= DEE H4dl =00t &

iInt down_ trylock(struct semaphore *sem)'

- NOIEGHS &€= = Sl 8% SA 00| Ot gt= 2lE
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MIOf2£01{ 2}

FEIA (2)

O

o VAHA - NIOFZEN Btat (MIOFEN 8F
= void up(struct semaphore *sem)

’
B AN, 2F SO0l ZuE 2 B

ArE O

BI2el

=2 o =2

iIf (down_interruptible(&sem))
return —ERESTARTSYS;

SH S5 25,

up(&sem);

LIHAl 2 &;

0

27



MlOfE0{ 2} FEIA (2)

0 KA

-

* #include <asm/semaphore.h> Lgf

struct semaphore /#ZLx 01
FEIA AAN &H =D A2
= DECLARE_MUTEX(name);
- RFEAJ ZE AEHHE =)|&t
= DECLARE_MUTEX LOCKED(name);
- QEADL X2 ARE 2|5
Mol QEA £J|5 &4
= void init_ MUTEX(struct semaphore *sem);
= void init. MUTEX_LOCKED(struct semaphore *sem);
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S171/227] MIOEEO0] (1)

O

NOIENH A R E
e BS5E Mg AXAME I8 ot HY
= 0] AHEDSAN E2 ol HAES

o TEMS HBHOID Gt H

rwsem(reader/writer semaphore) A0 0]
¢+ <linux/rvsem.h>E L&
¢ struct rw_semaphore XXl 0| &
¢ ds2 xHE JHet St MOEO
¢ )|zt &=
= void init_rwsem(struct rw_semaphore *sem);
* Oljl I—|5_3._ I—I: ?_|<;>|-C> __I_).o:| O|‘L SkEA

I_Cl_l_

= void down_read(struct rw_semaphore *sem);
= int down_read_trylock(struct rw_semaphore *sem);
= void up_read(struct row_semaphore *sem);
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e171/227] Miof=0q (2)

¢« M) ME B2 dets I8 ot &=
= void down_write(struct rw_semaphore *sem);
= int down_write_trylock(struct rw_semaphore *sem);
= void up_write(struct rww_semaphore *sem);
= void downgrade_ write(struct rw_semaphore *sem);
e MJ)| 2A=S AW A %L Sot2 9| M= AsStoE WO St A220)

=
— & ST 21

downgrade_write &5 AIE0ot0 UHE &I 2dE0H SHIIE oIS

o R =2 MI| A SN US

= M| AYIED YA RE E26td = =2, 4| AYEsE 2=
M7| J\D-III:TL JCI-O-Io 3J-L— MUNLTI D)IrkLal
E Lj|7/1 /\I | | O

¢ rwsem= M| EZ20| ESH &Moot M| AHEDF =2 D)2t
SOHYIGH 82 A0 ERe A0 Mgt
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Completion (1)

u

Completion

¢+ <linux/completion.h> Z g

¢ =42 24.70K SLEIUCH MOENHS s&0] €5
+ [UE E2MAMUA SAINH upQdt down()ole B

¢ struct completion XXl AFS

= N&

¢ MOIZOS SHME 2 up, downOl BIBIGHH 2as 22 I C
up G140l LOILED] MOl HIOHEO! Xt =20 JITH2I X &1
A g = AT

= 0|28t HZ 2ol completion HAHLISS FIHe
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Completion (2)

O Completion
e NOIEAHE up()2 complete() =2 Al
¢  HMNIOFZEOA 2 down()2 wait_for_completion() &2 CH Al

o Dot A=z &=
DECLARE_COMPLETION(my_completion);
o SHOZ x|t ol= g

o M — - O T
= Init_completion(&my_completion);
o 2AZE J|2l= &=

= void wait_for_completion(struct completion *c);
kl_ll:l OlFHadEYN E)LY"3SF i)l A&H DdﬂLI—lO:r:l’: _:F_OI _JI\_ SiE E

g — )Vl 2o U2 T oy &2 15 =
EHI*?PEEP
¢ AT OMEES BUE 2

= void complete(struct Completion *C);
- Ol 2 AYE otLRS S

= void complete_all(struct completion *c);
e W =2 2= AdEE NS
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Completion Example

DECLARE_COMPLETION(comp);

ssize_t xxx_read(struct file *filp, char __ _user *buf, size t count, loff t *pos)
{
printk(KERN_DEBUG "process %i (%s) going to sleep\n",
current->pid, current-=comm);
wait_for_completion(&comp);
printk(KERN_DEBUG "awoken %oi (%s) \n", current->pid, current->=comm);

return O;
ssize_t xxx_write(sturct file *filp, const char user *buf, size t count, loff t *pos)
printk(KERN_DEBUG "process %i (%s) awakening the readers...\n",
current->pid, current-=comm);
complete(&comp);
return count;
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A El2H(spinlocks) (1)

N

+ HEO0| MEot= &= Al &

+ KNOIHZO Elt= Al&ld A8 = HAHLISE 0l

¢+ ANOIEHZ= G2 == A= HHPEH; Ot &= DEOA AL
= s

o AUt f2 H0A St HEZE Ol&Eoll &

o =)= 010 DI HROHE DesE &2 =42 A2 =
JtA I8z &= &0l OlHe SFEE Adl(spin)0lct &

o A EdE2 FAAEL2 0|IfHEA

o AUSZ2 U= Z2Z2AMA AIAES DA

+ HHEHEY HE Z2HA AIAENHAE ABE0| O H#EE &+
HotAl == =Mt ol OF &
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A L2k (spinlocks) (2)

O AmE API
¢+ #include <linux/spinlock.h>= &£¢&
+ spinlock t Et22| 1AM AtE
* API
= spinlock t my lock = SPIN_LOCK_ UNLOCKED:;
- ZIOY ANEUA AEISES ZI(5]
= void spin_lock_init(spinlock_t *lock);
- A AFOUM =DI3
= void spin_lock(spinlock t *lock);
- 2N PO E2otI Aol AElE HD)
- ATEZS IIUelE S0l= AHEEI 20ts
= void spin_unlock(spinlock_t *lock);
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2l(spinlocks) (3)

0ekor & &
O #=8igr DEDJI |XEOINOF &
it A= CtE(BIZ2E €2t 22 2= &
= =A)
ter I 20 88 Jls= "HlEd3t of
=
- D] MEIZ WX = 32
1. copy_from user SE(H 22| 2HSE =)
2. HE HB oz QoA R &It =2 HAAJ =
-2t
1. ZZ2MA LHOHIM A B SIH N 230 JICHHOF &
" 2. AIENOl CICI2tol A & UAS
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A Elgt(spinlocks) (4)




A HE

[ -

2l(spinlocks) (4)

O JIet A

2

AT

— 1 O

_ =
gt gt
X

n

void spin_lock_irgsave(spinlock t *lock, unsigned long flags);
Amas

. ! 2 M0l IHEEES "lg2dst
=

e« OlM QIHEE &th= flagsOll M&

void spin_lock irg(spinlock t *lock);
- CQIHEHEZS HIZHEAIZ 0] 8l= EF A8
void spin_lock_ bh(spinlock_t *lock);
- ORI CIHEHEES 43t &EZE 7

- AIEY0 CEYENA 2AS A= A2 AR

ATlet N B - S A0 ASS B0 0S

void spin_unlock_irgrestore(spinlock t *lock, unsigned long
flags);

spin_lock_irgsave? spin_unlock_irgrestorec= =
S Z oforet

void spin_unlock_irg(spinlock t *lock);

void spin_unlock bh(spinlock_t *lock);

[
rot
0o
>
=
2
x
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O

2 E

2l(spinlocks) (5)

= - =
2= Amet ata

*

*

Int spin__trylock(spinlock_t *lock);
Int spin_trylock bh(spinlock_t *lock);

A/ M| ATEr - I /MD]| HIOEEAH L A
rwlock t =Xl Bt AtS

*

& FJ|gt A

rwlock_t my_ rwlock = RW_LOCK_ UNLOCKED;

s& ZJ|st A

rwlock_init(&my_rwlock);
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A T2k (spinlocks) (6)

. I8 A3 B4

= void read_lock(rwlock_t *lock);

= void read_lock_irgsave(rwlock t *lock, unsigned long
flags);

= void read_lock_irq(rwlock_t *lock);

= void read_lock bh(rwlock t *lock);

o 2JIE M B
= void read_unlock(rwlock t *lock);
= void read_unlock irgrestore(rwlock t *lock, unsigned
long flags);
= void read_unlock irg(rwlock t *lock);
= void read_unlock bh(rwlock t *lock);
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2l(spinlocks) (7)

&jlﬁ_?_ X3 SFEA

O O o ol

void write lock(rwlock t *lock);

void write lock irgsave(rwlock t *lock, unsigned long
flags);

void write_ lock irg(rwlock t *lock);

void write lock bh(rwlock t *lock);

iInt write_trylock(rwlock_t *lock);

MI|IE oAl &=

void write_unlock(rwlock_t *lock);

void write _unlock_irgrestore(rwlock t *lock, unsigned
long flags);

void write unlock_irg(rwlock t *lock);

void write unlock_ bh(rwlock t *lock);
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X} B (1)

u

Atomic Variable

*

*

*

257 AH&E0| 2tttet A4 gHol A2 A=
. M gts 2o == 2eoldA 20 &0l o 2 2
#Hinclude <asm/atomic.h>

atomic_t 2K Bt 0|

Al =0 it S

= HZJIAHN BE0=z B D =

o
ol

= atomic_tv = ATOMIC_INIT(O);
s& x|
= void atomic_set(atomic_t *v, inti);

- RN P US B2 4T

42



HA} H (2)

¢+ Int atomic_read(atomic_t *v);
= ve Ml gt= Btk
¢+ void atomic_add(int i, atomic_t *v);
= vt ore2le EAF E=0iE 0
¢+ void atomic_sub(int i, atomic_t *v);
= *vA IS 8
¢+ void atomic_inc(atomic_t *v);
= HABE=E 1St
¢+ void atomic_dec(atomic_t *v);
= EAESE 1A
¢ Int atomic_inc_and_test(atomic_t *v);
¢ Int atomic_dec and_test(atomic_t *v);
¢ Int atomic_sub and_ test(int I, atotmic_t *v);

= Adgh J&=E +=doltld 208 HAE
- AN ESIIO0IH H= BHE
- JX H=JF 00| OtLIS HA S BHE
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HX} H (3)

¢ Int atomic_add_negative(int i, atomic_t *v);

= Vvl 2+ B iE 0

- ZUI} =W Btat g2 &, gkl Z2%H HA

¢ Int atomic_add_return (int i, atomic_t *v);
¢ Int atomic_sub_return(int i, atomic_t *v);
¢ Int atomic_inc_return(atomic_t *v);
¢+ Int atomic_dec_return(atomic_t *v);

= atomic_add? =Z0| ZX 2 SEXNUH MZ22 A H= 8t

= Btet ol= A0l LS
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H|E ¢4t (1)

3

bit operations
¢ HAXNHECLZ JHE HIES XXN0F Y R ALE
+ JAXNHE Aoz 0

10 |
ol

= OIFBEZ HIE#AHSI AIIIX &1 Y JH HHo2
SREPT TSN

*

|.j| &l I" O.” O| II—I
#include <asm/bitops.h>2 L g

*

F

&
void set_bit(nr, void *addr)
= addrO] Jteldl= A= OLOIEOUA BIE nrs 12 £€4
void clear_bit(nr, void *addr)
= addrO| Ji2l2l= A= OIOIE M HIE nr2 022 XIS
¢+ void change bit(nr, void *addr);
= HIEE F&)
¢+ test bit(nr, void *addr);
= SfH HE gt btsl

ol
1>

0['_]

*
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Int test_and_set bit(nr, void *addr);
Int test_and_clear_bit(nr, void *addr);
Int test_and_change_bit(nr, void *addr);

- oA AJHE B2t S, CF 242 0B UIE gls gre
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seqlocks — sequence counter lock (1)

[ seqglocks (2.6)

1B
ry
i
o
I

e 2 Q0| ABGHH s57 AR of= 2d

« 535 A0l H, 2tHot, 20 &= i &Y

o« M) HZ20| E=XeH B2OFE Wl &Y

o 2| AHED AR B2 B2 JtsotXIg, 2101 AdE AAZD
AdER S== =0loli0F ot S==0| EdotH 2= LAl e
ofl OF &

¢ HOIHII U= Az LM E ESote U= Aot 25

*+  #include <linux/seglock.h> gl

*

seqlock t 2 X Bt Al

00

= seglock t lockl = SEQLOCK UNLOCKED;
s& x|t

= seglock init(&lockl);

4
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seqlocks (2)

O

)l AdE 2E

EH

0]

unsigned int seq;
do {
seq = read_seqbegin(&the_lock);

/> BR8Nl BT */

} while read_seqretry(&the lock, seq);

= ) 822 YA G0 Yot Mol E+ =M gt €3S
= 2H ASS WH UZ Hiles =M gt &M gtk bl
= g0l EXIotAl LW 0 2= UAl Al

QIEHE E =20l A seqglocklll 2 & 322 &=

¢ unsigned int read_segbegin_irgsave(seqlock t *lock,

unsigned long flags);

¢ int read_seqgretry_irgrestore(seqlock_t *lock,
unsigned int seq, unsigned long flags);
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seqglocks (3)

O
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void write_seqlock(seglock t *lock);
void write_sequnlock(seqlock_t *lock);
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void write_seqglock _irgsave(seglock t *lock, unsigned long flags);
void write _seglock irq(seqglock_t *lock);
void write_seqglock_bh(seqglock t *lock);
=)

void write_sequnlock_irgrestore(seglock t *lock, unsigned long
flags);

void write_sequnlock_irg(seqglock_t *lock);
void write_sequnlock bh(seglock_t *lock);

49



RCU

*

RCU(Read-Copy-Update) (2.6)

http://www.rdrop.com/users/paulmck/rclock/intro/rclock intro.
htm! 0l A whitepaperE &= = QUL

<linux/rcupdate.h> 2= g
spinlockl HBle&&d = Ji&ol)| flof L=

AYE 220 Ct= reader, CI= wrlter DE = H&g
=H0| 228t writer= oY HIOIHE ZEAlotd BES F reader =0|
211 /e HIOoIEHIF H2l&E S LL0|E1‘3FOI HHO =z HE=2 E=ALE

IO HE 2 atomic operation2 = & &L},
RCUE AtEote A OldZ WER A 2tRE HIOIEUHA 2 = UL,
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RCU Example

struct my_stuff *stuff;

rcu_read_lock(); // RCUE AIEdle X232 =x
stuff = find_the_stuff(args...);
do_something_with(stuff);
rcu_read_unlock(); // RCUZ2| ol X

I

ne
rr

d& LEsS SO0l et

synchronize _rcu(); // 2 E readers0| &S 2012

M2EXL JICHE! =0l writer0il 2/off &
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